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Quantum Random Number Generators (QRNGs) based on quadrature fluctuations of the optical vacuum state are cost-effective devices

able to yield information-theoretic security at high generation rates. However, the use of a Quantum Source (QS) to generate random

prime numbers, which are necessary for asymmetric cryptographic protocols such as RSA, has not yet been explored. In this poster, we

comparatively analyze such a probabilistic prime number generator against one exploring a purely classical noise source (CS).

                                 
     

     

     

     

     

     

     

     

     

     

     

 
  
 
 
  
  
 

              

              

              

      

A homodyne detection (HD) scheme amplifies the quadrature

fluctuations of the optical vacuum field through its interaction with a

strong local oscillator (LO) in a balanced beamsplitter (BS) (Fig. 1).

The BS condition is further adjusted by a VOA. Then, the resulting

output beams are detected, and the respective photocurrents are

subtracted. The normally-distributed output signal thus contains a

mixture of contributions from the QS and CSs such as electronic

noise. To obtain the latter component, the LO is simply removed.

To compare the performance of the CS and QS, the biased output

measurements are additionally mapped into uniform distributions

by an equiprobable binning algorithm. The resulting candidate

numbers (CNs) are passed through 24 iterations of a Miller-Rabin

primality test, yielding an expected error probability of 3.5 × 10−15.

We found that the overall number of primes generated does not

depend on the noise source considered (Fig. 2). However, the QS

outperforms the classical scheme at small prime number

generation (Fig. 3), increasing prime diversity by an order of

magnitude. This difference remains even for the uniformized

sources, ruling out CN distribution bias as an explanation.

Figure 1. Schematic representation of the vacuum-based QRNG and postprocessing algorithm.

Figure 2. Total number of primes found

for increasing lengths of candidate

numbers in a 1 GB dataset. Solid line

represents the expected lower bound.

TIA: Transimpedance Amplifier

ADC: Analog-to-digital Converter

VOA: Variable Optical Attenuator

                                 
 

  

  

  

   

   

   

   

   

   

 
 
 
 
 
  
 
  
 
  
 
 
 
  
 
   
  
 
 
 

  

  

              

              

     

          

     

 

   

 

   

 

   

 

 
 
 
 
 
  
 
  
 
 
  
 
 
  
  
 
 
 
  
 
   
  
 
 
 

Figure 3. Number of unique 32-bit prime

numbers found for each of the randomness

source considered. Values were evaluated

for 10 M prime numbers.

Figure 4. Proportion of 10 M primes below the threshold. Full lines are

the theoretical interval. Dashed lines are its 99% confidence interval (CI).

Traditional statistical test suites (STSs) cannot validate prime number

sequences as they certify randomness by seeking deviations from a uniform

distribution. However, it is possible to bound the proportion of numbers below a

certain threshold by using the known bounds of the prime-counting function.

When applying an equiprobable binning, an unbiased scheme thus yields

uniformly distributed binary sequences. Regardless of prime length, these

sequences can then be submitted to an STS.

This analysis revealed the underlying correlations in the prime output of both

sources (Fig. 4), which remain present in the CNs due to the absence of a

randomness extraction layer. This step would suppress the highly-correlated

contributions from the CS. Finally, the prime sequences were additionally

submitted to the NIST STS, where the QS and CS passed, respectively,

86.96% and 45.34% of the evaluations applied.
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